Abstract-Cloud computing is a model for enabling convenient, on-demand network access to a shared pool of configurable computing resources that can be rapidly provisioned and released with minimal management effort or service provider interaction. Cloud computing recently emerged as a promising solution to information technology (IT) management. IT managers look to cloud computing as a means to maintain a flexible and scalable IT infrastructure that enables business agility. As much as the technological benefits, cloud computing also has risks involved. In this paper Cloud Computing security challenges will be discussed and proposed many new recommendations to increase security and trust also maintaining privacy.
I. INTRODUCTION
Cloud computing is a model for enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction [1] . In cloud computing, the end-users need not know the details of a specific technology while hosting their application, as the service is completely managed by the cloud service provider (CSP). Users can consume services at a rate that is set by their particular needs. This on-demand service can be provided any time. CSP takes care of all the necessary complex operations on behalf of the user. It provides the complete system which allocates the required resources for execution of user applications and management of the entire system flow. [2] . There are four different broad service models for cloud computing:
Software as a Service (SaaS): The services provided by SaaS include using functional programs on the infrastructure of cloud and access through the web browser [3] . in this section the customer doesn't manage the infra-structure of cloud including the net, servers, operational systems, and saving area, except the functional software to limited degree of adjustment at the level of user [4] .
Platform as a Service (PaaS): In this kind of service, the client has the option of putting the purchased functional programs on the infra-structure of cloud [3] . Here also the client dose not mange or control infrastructure of the cloud such as the net, servers, storage. He just has control over the functional program installed or Settled by him [4] . In fact the PaaS is similar to SaaS the difference is that PaaS includes exclusive program environment and computing platform, developing and solution strategies.
PaaS allows for the secure storage and processing of users' confidential data by leveraging the tamper-proof capabilities of cryptographic co-processors. Using tamper-proof facilities provides a secure execution domain in the computing cloud that is physically and logically protected from un-authorized access. PaaS central design goal is to maximize users' control in managing the various aspects related to the privacy of sensitive data. This is achieved by implementing userconfigurable software protection and data privacy mechanisms. Moreover, PaaS provides a privacy feedback process, which informs users of the different privacy operations applied on their data and makes them aware of any potential risks that may jeopardize the confidentiality of their sensitive information [5] .
Infrastructure as a Service (IaaS): This kind of service providing includes process potential, saving space. Nets and other basic computing re-sources and even operational system and application programs [4] . The client dose not manage or control in infra-structure but has control over the operational system, saving area, and the established programs. In this service an artificial server is completely available for the client [3] . IaaS itself is comprised of the following components [6] :
II. RELATED WORKS Tsaiw et al. in [8] introduced a four-tier framework to improve based on web. It was interesting but had a remark on just one facet of the process. Isolating resources for the security of data during processing is done by isolating processor caches in virtual machines and isolating those virtual caches from hypervisor caches [9] . The problems of privacy and control can‗t be solved unless just to trust to service-level agreements (SLAs) or by keeping the cloud itself private [10] . According to the platform computing assessment 8 out of 10 firms choose internal clouds and want to keep in-house cloud initiatives. Milne [11] suggests a simple way which is widely employed among UK corporations. This is why they employ private clouds in-house. Of course, private cloud has limited function and more cost for firm, so provided the increased security. Other models of cloud will be better and functional for corporations. Nurmi et al. in [12] provided a preview with one of existing homegrown clouds (Eucalyptus) to show their open-source cloud computing. They conclude using their previous experiments that, EUCALYPTUS is helping to supply the research community with a much needed, open-source software framework around which a user-base of cloudcomputing researchers can be developed Also, Khalifehlou and Gharehchopogh [13] are presented new directions in cloud computing environments. They are described the various methods for more security in cloud environments. In reference [10] , a security framework is provided dynamically different methods which one its component refers to security maintenance by archiving and accessing by meta data in order to restore when the war‗s data fail or damage. Each segment of this framework is provided to the applications as one or multi layers in the format of security as a service to meet necessary functions [10] . The study introduces the concept of security of cloud according the real worlds security systems in which the amount of security depends on the property and organization of person. Maybe this is a good suggestion but it should be clear whether security is provided to gather with the service or not. Here the provider should pay some part of his attention to security problems. It may undermine and reduce the improvement of service-providing [10, 14] . Jamil et al. [15] study four security problems an including XML signature element wrapping, browser security, cloud malware injection attack and flooding attacks and their reactions. They believe that these security systems need deep and comprehensive analysis because of attacks may use different vulnerable points which can cause unauthorized access to data by hackers or the invaders may put a damaging service on the cloud system for special purpose and this can amount to loss for users or even the system itself [15] . Che et al. [16] , studied security models and cloud computing strategies. They want to show the status of existing security in cloud computing and introduce some works to improve the level of security in this computing security also the studied the most favorite security models in cloud computing security for example multiple tenancy model, accumulation model cube model and a summary of the risks obtained from different organizations. Finally, they offered some security strategies according their structure, operation and security of response the event for solving the common security problems of cloud computing [16] . D. Zissis et al. [17] pointed to security problems in their paper and divided their aim into two parts. First they studied the security of cloud using exclusive security needs and in the second part they tried to offer a solid solution to remove the potential treats. In the paper, they offer trust as a special security feature on cloud sphere. The suggested solution of encoding based on public key related to SSO and LDAP which is wholesomeness and confidentiality of the respected data and communications (to ensure identification) [16] . A combination of PKI, SSO and LDAP can show many of treats related to coherence, confidentiality, accuracy and accessibility of data. Also, Monsef et al. [18] devoted their attempts to the concerns about private area and trust in cloud. This study is done following some concerns on privacy and trust as a main function in cooperation of cloud. These factors have important roles in decreasing complete support of corporations from business and work field of cloud. Different ideas and structures have been discussed in this paper in order to avoid the mentioned problems like three foiled structure of protecting data to meet users various needs. So, the industry‗s dealing with this subject will be clear. Firdhous et al. [19] discussed the matter from different angles and various definitions of sciences from trust. Then they studied trust in cloud computing and categorized the latest developments in the area. Takati et al. [20] worked on security and privacy challenges in the cloud computing which we can mention identification check and identification management (IDM) access control, trust, coherence management, privacy and protecting data. In this paper, cloud providers and venders should share security and privacy maintenance in cloud computing share. But hinted the degree of sharing is different depend on different models which is essential in developing cloud [20] .
III. DEFINING SECURITY, PRIVACY AND TRUST
First of all, we define the basic concepts [1] : Security: Security concerns the confidentiality, availability and integrity of data or information. Security may also include authentication and non-repudiation.
Privacy: Privacy concerns the expression of or adherence to various legal and nonlegal norms regarding the right to private life. In the European context this is often understood as compliance with European data protection regulations. Although it would be highly complex to map cloud issues onto the full panoply of privacy and personal data protection regulatory architectures, the globally accepted privacy principles give a useful frame: consent, purpose restriction, legitimacy, transparency, data security and data subject participation.
Trust: Trust revolves around ‗assurance' and confidence that people, data, entities, information or processes will function or behave in expected ways. Trust may be human to human, machine to machine (eg, handshake protocols negotiated within certain protocols), human to machine (eg, when a consumer reviews a digital signature advisory notice on a website) or machine to human (eg, when a system relies on user input and instructions without extensive verification). At a deeper level, trust might be regarded as a consequence of progress towards security or privacy objectives.
IV. CRITICAL SECURITY CHALLENGES IN CLOUD COMPUTING

A. Technical challenges 1) Virtualization
The main enabling technology for cloud computing is virtualization. Virtualization generalizes the physical infrastructure, which is the most rigid component, and makes it available as a soft component that is easy to use and manage. By doing so, virtualization provides the agility required to speed up IT operations, and reduces cost by increasing infrastructure utilization. On the other hand, autonomic computing automates the process through which the user can provision resources on demand. By minimizing user involvement, automation speeds up the process and reduces the possibility of human errors. Virtualization challenges are:
Security: Integrity Privacy: Segregation of personal data on shared infrastructure Trust: Compromised virtual machines/hypervisors permit loss of trust.
2) Grid technology
Form of distributed and parallel computing, whereby a super and virtual computer is composed of a cluster of networked, loosely coupled computers acting in concert to perform very large tasks. Grid technology challenges are:
Security: Availability (resource available) Trust: Interoperability.
3) Service-oriented architectures
Service-oriented architecture (SOA) is a software design and software architecture design pattern based on discrete pieces of software providing application functionality as services to other applications. This is known as Service-orientation. It is independent of any vendor, product or technology. A service is a self contained unit of functionality, such as retrieving an online bank statement. Services can be combined by other software applications to provide the complete functionality of a large software application. SOA makes it easy for computers connected over a network to cooperate. Every computer can run an arbitrary number of services, and each service is built in a way that ensures that the service can exchange information with any other service in the network without human interaction and without the need to make changes to the underlying program itself. Service-oriented architectures challenges are:
Security: Integrity, managing services metadata, lack of testing in SOA. Trust: The reliance of distributed systems on different security credentials.
4) Web application frameworks
The main challenges about Web application frameworks are:
Security: Integrity and availability Trust: Trust across distributed environments
5) Encryption in the cloud context
The main challenges about Encryption in the cloud context are:
Security: Confidentiality Privacy: Security and confidentiality
6) Electronic communication in the cloud
The main challenges about Electronic communication in the cloud are:
Privacy: Safeguarding communications secrecy Trust: Protection against Eavesdropping (surveillance by public and private parties)
7) Scope and quality of services (SLAs)
The underlying benefit of cloud computing is shared resources, which is supported by the underlying nature of a shared infrastructure environment. Thus, service level agreements span across the cloud and are offered by service providers as a service based agreement rather than a customer based agreement. Measuring, monitoring and reporting on cloud performance is based upon an end user experience or the end users ability to consume resources. The downside of cloud computing, relative to SLAs, is the difficultly in determining root cause for service interruptions due to the complex nature of the environment. As applications are moved from dedicated hardware into the cloud these applications need to achieve the same or even more demanding levels of service as classical installations. SLAs for cloud services focus on characteristics of the data center and more recently include characteristics of the network to support end-to-end SLAs. Any SLA management strategy considers two well-differentiated phases: the negotiation of the contract and the monitoring of its fulfillment in real-time. Thus, SLA Management encompasses the SLA contract definition: basic schema with the QoS (quality of service) parameters; SLA negotiation; SLA monitoring; and SLA enforcement according to defined policies. The main point is to build a new layer upon the grid, cloud, or SOA middleware able to create a negotiation mechanism between providers and consumers of services. Scope and quality of services challenges are:
Security: Transparency and security metrics are needed to ensure that security targets are met.
Trust: Assurance and commitments between two parties.
8) Flexibility
The main challenges about Flexibility are: Security: Availability and scalability Trust: Resources must be available when needed, in accordance with agreement between parties
9) Validity and consent
The main challenges about Validity and consent are: Security: Transparency and accountability Privacy: Transparency must be ensured. Consent from consumers must be free, specific and informed Trust: Assurance and commitments between two parties must be clear and enforceable.
B. Operational challenges 10) Localization
Data or services may be (or become) hosted from another country, possibly without the end user's knowledge. Localization challenges are:
Security: Challenges in data transmission Trust: greater complexity in ensuring compliance with data protection regulations. Also Auditing of the service provider's infrastructure to ensure appropriate security may become very problematic.
11) Infrastructure Sharing
Infrastructure may be shared with other customers. Infrastructure sharing challenges are:
Security: Guarantee confidentiality Privacy: properly protecting from personal data against accidental leaks Trust: data segregation, securing intellectual property
12) Incidents
Incidents may cause service interruptions without it being evident where the problem lies, and thus how it may be addressed. Incidents challenges are:
Security: The loss of information or data.
Trust:
Operation failure, service provider responsibility and accountability.
13) Data withdrawal
Data withdrawal might be difficult, in the sense that it can be hard for a cloud user to determine whether deleted data has actually been removed from the provider's systems, or whether it has merely been made inaccessible. Data withdrawal challenges are:
Security: Unauthorized access to information Privacy: Leak Personal Data, Unauthorized use of information
14) Auditing and investigations
Auditing and investigations may be more challenging, due to the complexity of the system. Auditing and investigations challenges are:
Security: users of cloud service providers are expected to ensure security and reliability of the service provider, in some cases by performing local audits of the data processing infrastructure. this is virtually impossible with cloud service providers, whose infrastructure can be spread geographically almost without limitation.
C. Legal Challenges
15) Applicable law for data storage location and service location
The main challenges about localization are: Privacy: Existence and effectiveness of privacy protection laws/principles.
Trust: Existence of a clear legal framework as a basis for the service.
16) Dispute resolution
The main challenges about Dispute resolution are: Privacy: Accountability: can disputes in the cloud be resolved?
Trust: Accountability: is the cloud stable enough to inspire trust
17) Data protection and privacy
The main challenges about Data protection and privacy are:
Security: Obligation to implement secure data processing approaches.
Privacy: Compliance with privacy principles. Trust: Confidence in data protection practices.
18) Protection of Intellectual property rights
The main challenges about Protection of Intellectual property rights are:
Security: Confidentiality and availability (data portability).
Trust: Confidence in the security/confidentiality of data entrusted to the cloud.
19) Security obligations and cybercrime
The main challenges about Security obligations and cybercrime are: Security: Confidentiality, availability and integrity; effective law enforcement.
Privacy: Safeguards against unlawful intrusions in the personal sphere.
Trust: Balancing privacy safeguards with the need for security.
20) Accountability and liability
The main challenges about Accountability and liability are:
Security: Accountability for security breaches and incidents.
Privacy: Accountability for data leaks: can incidents be identified and sanctioned?
Trust: Trust that instruments for restitution and sanction will work.
21) Harmful and illegal content
The main challenges about Harmful and illegal content are:
Security: Availability: can the cloud identify and respond to such content?
Trust: Trust in jurisdictions to apply transparent standard or approach to illegal content (in line with cloud user expectations and applicable laws)
22) Consumer protection
The main challenges about Consumer protection are: Security: Obligation to implement secure data processing approaches..
Privacy: Data subject participation; restitution Trust: Consumer protection rules must be effective (ie, applied and enforced in practice).
V. RECOMMENDATION
A. National and international laws
Some national and international laws and treaties has led that applicable regulatory texts exist for at least some of the key aspects to be addressed. Doubtless they will prove to be useful as general frameworks to handle some of the issues. But is necessary work towards a greater emphasis on international harmonization of relevant legal and normative frameworks via further efforts to improve consistent application of relevant legal frameworks across the Member States through the conduct of implementation, monitoring and evaluations of relevant international legislation and Continue to support broad international dialogue fostering harmonization of relevant legal frameworks (especially regarding privacy).
B. Guidelines, good practices and self-and co-
regulatory approaches As cloud computing is still a relatively young domain, not many examples of self-and co-regulatory approaches are likely to have emerged yet. But is necessary Develop suitable awareness raising mechanisms to help users to become aware of their own privacy and security risks by Draft, prepare and issue guidance for cloud users (both organizations and individual consumers) on the benefits, risks and consequences of the storage and use of personal data in the cloud and Draft, prepare and issue guidance for cloud providers on how they should inform cloud users (especially consumers) of their rights in an accessible and understandable manner.
C. Contractual frameworks and terms and conditions
(T&Cs) In most business relationships contractual agreements (including in the form of standardized T&Cs) play a dominant role in guiding such issues as conflicts of law, choice of forum, and outlining rights, responsibilities and guarantees. It is vital that this contract shall be vary 
D. Compensation mechanism
Appropriate compensation mechanisms towards any victims of security or privacy breaches in a cloud deployment.
E. Operational Transparency
Ensuring that the operation of a cloud deployment is sufficiently clear to all stakeholders, including service providers and users, both professional businesses and private consumers, and that its operation in practice can be assessed where necessary (including the identification of incidents).
F. General assessment model
Create a generic maturity model to independently exante measure and assess cloud security provision.
G. Detection of emerging threats
Establish effective locations and types of security detection mechanisms in cloud architectures to support rapid detection of emergent threats from the cloud.
H. Secure environment
Establish secure virtualized architectures and trust domains for cloud computing environments.
I.
Permit for interrogation and collation Design a test method for middleware, software interfaces and APIs for Security Event and Incident Management (SEIM) to permit interrogation and collation of all events that might be of interest in measuring security (eg, CPU failure, hardware failure, etc.) as well as establishing alert thresholds.
J. Policies in distributed cloud environments
Explore and investigate appropriate means for interoperability of both data exchange (where possible) and enforcement of security, privacy and business policies attached to data across distributed cloud environments.
K. Policies untrustworthy cloud environments
For implementing interoperable abstraction of security, privacy and trust policies to enable data ‗policy stickiness' in un trustworthy cloud environments.
L. Increasing levels of data security
Use of technical means to provide for increased levels of data security across trust domains (eg, automated data expiry mechanisms and secure movement or deletion of data).
M. Establish International organization for Cloud
Crimes In order to Address Violations in the Cloud environment and Tracking Crime and Victim Support It is essential that Establish an International organization for Cloud Crimes that accepted by all countries.
N. Vetting cloud service providers
Create the conditions accepted by all countries for vetting cloud service providers in security, privacy and trust section.
O. Personal encryption method
Preparations of highly personalized service for data encryption that even the service providers are not aware of them.
P. Permissions for data tracking
Permission granting for the tracking data to ensure of data withdrawal.
Q. Localization
Localize the physical location of data storage and service in cloud environment.
R. Personal security service (Pss)
Multi-level security services that is user-defined.
CONCLUSIONS
Addressing the security, privacy and trust challenges of cloud computing is a complex undertaking since it requires a combination of technological solutions and legal approaches that is capable of addressing operational realities and concerns. In this paper we investigated these challenges and proposed many recommendations such as Establish International organization for Cloud Crimes, Vetting cloud service providers, Personal encryption method, Permissions for data tracking, Localization, Personal security service (Pss) to increase security and trust also maintaining privacy. But it should be noted that, security and privacy can never be assured and secured 100% in these areas.
